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Managing knowledge in a secure
environment
Security-conscious environments
traditionally operate on a ‘need to know’
basis, where the need for security of
information has raised real challenges for
knowledge management.

Members of Henley's Knowledge
Management Forum came together to
identify the factors for a maturity model
addressing those challenges. It does not
seek to provide simple answers to what is
a complex issue, but develops a structured
way of thinking about the challenges in
order to enable organisations to find the
most appropriate solutions.

Managing knowledge in a secure environment

“Traditionally everything is closed unless
you can prove you need to know. The
new thinking is that things should be
open unless it is proven that they need to
be closed. Our challenge is how we use
the opportunities offered by this open
environment yet maintain commercial
and legal security.”
Elizabeth Carver, knowledge management lead,
BAE Systems

Traditionally, security-conscious organisations have operated on a
‘need to know’ basis. The realities of the modern world, however,
require a different approach. The need for ﬂexible collaborations
with a number of other organisations and countries, in an evolving
environment, clearly means the approach to knowledge
management needs to evolve to meet new strategic priorities.
There is no one answer to the question of how to balance
knowledge sharing with information security, but Henley's
Knowledge Management Forum has identiﬁed the factors that can
be used in a maturity model to explore the challenges and identify
the strengths and weaknesses within the organisation in order to
ﬁnd potential solutions. It identiﬁes the seven factors that make up
successful knowledge management in a secure environment,
grouped into three broad categories.

Policy development and implementation
Within this category there is the issue of ﬂexibility of knowledge
management policy. Organisations need mechanisms to enable
knowledge management policy to evolve as the context of security considerations evolves, so
that it remains suitable for a changing organisational context. Governance issues must also be
properly addressed.
Organisations which score well on this front will be systematically reviewing knowledge
management policies, with input from all stakeholders. There will be a widespread
understanding and adoption of policies, and effective mechanisms to ensure compliance.
There are also questions regarding the ﬂexibility of implementation, and having systems and
processes that both allow knowledge sharing and ‘need to know’ restrictions. Knowledge
management systems need to be fully ﬂexible and dynamic, so that they meet current
requirements and can evolve as the situation changes. There also needs to be an exceptions
process, which identiﬁes knowledge that should be shared conditionally. Knowledge that can be
written down needs one approach, whilst the harder to explain, but potentially more valuable
tacit knowledge, needs another.

Working collaboratively
This category includes establishing a culture that is supportive of internal collaboration, with ‘need
to share’ being the default rather than ‘need to know’. This also requires technology and processes to
be in place to support cross-boundary collaboration. And there should be a fully integrated
collaborative working environment. One Forum member, for example, redesigned the workplace
when it moved sites, moving from ofﬁces where there were lots of locked doors to an open
environment with meeting spaces, which knowledge management specialists helped to design.

Collaboration, insight … practical value
This report is drawn together from a workshop co-ordinated by Dr Christine van Winkelen
of Henley Business School. Attendees included members of Henley’s Knowledge
Management Forum as well as Professor Jean-Noel Ezingeard, Dr Walter Skok and Kate Tribe
of Kingston University.
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Managing knowledge in a secure environment

This category also includes having policies, processes and
technologies to promote two-way secure collaboration with
external collaborators. Success on this front means building a
reputation as a trustworthy collaborator.

“We have moved to a need-to-share
environment, but it is difficult to get the
balance between knowledge sharing
and knowledge management. People
know knowledge sharing is useful but
when it comes to the information
artefacts they have concerns. However
it will be an increasing priority.”

Building organisational commitment and
engagement
This category is essentially establishing a process for change
management. The ﬁrst part of the puzzle is leadership, which means
those responsible for directing and managing the organisation must
demonstrate through everything they say and do their commitment
to knowledge management and the need to share, which is
consistent with the documented organisational processes. Leaders
must also be able to articulate how knowledge management
principles are consistent with security priorities.

Susan Frost, CIO capability exploitation: strategic
information-led innovation, MOD

The second part of this is building conﬁdence and buy-in from
employees. Engaged employees will proactively engage in the range
of activities available, they are conﬁdent in practices and process and
beneﬁt from them. They understand knowledge management in
their own context and have ownership and contribute to the
development of future initiatives. This means putting in place
communication and awareness programmes.
Finally success in this category requires putting aside previous silo
mentalities and parochial perspectives and managing internal
relationships. Knowledge management specialists must work
effectively across functional boundaries with security, IT, HR and
other colleagues on knowledge management projects. There must
be an understanding of the interdependencies between functions
and an implicit understanding of the strategic objectives between
stakeholders in different functions – especially between knowledge
managers and those responsible for security policy and practice.

Peer-learning approach
There are a number of approaches that would prove workable.
However a useful one is based on a peer learning approach.
Developing an internal maturity model that encompasses these
seven factors allows different parts of the organisation to assess
themselves and identify priorities for improvement. They can learn
from other parts of the organisation that are able to rate themselves
more highly on that factor.

“The move from need-to-know to needto-share involved work on strategy and
leadership, tools and techniques, skills
and training. So, for example, everyone is
assessed on knowledge sharing within a
secure environment as a core competency.
Our new building was also designed with
knowledge sharing in mind.”
David Elder, deputy head, corporate knowledge and
information services, GCHQ

1) Form a cross-functional team to explore the seven factors
identiﬁed through this research as important for knowledge
management in a security-conscious environment. Create short
descriptions of what being very good, average and poor at each
looks like. Typically ﬁve level descriptors are helpful (with level 5
being the highest). This set of level descriptors for all seven
factors forms the maturity model.
© Henley Business School 2010
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2) Work with groups of 6-12 people from different parts of the organisation to facilitate their
self-assessment against the maturity model. Ask people to think about where they would
like to get to within an agreed time period, say 12 months, and prioritise a couple of factors
to focus improvement initiatives on.
3) Chris Collison and Geoff Parcell’s River Diagram can be a valuable way of representing the
highest and lowest scores for each factor. Joining up all the highest scores and all the lowest
ones, creates two 'river banks' – the gap being the 'river' to be bridged through peer learning.
4) Look at which parts of the organisation are strong at each factor and the parts of the
organisation that need to improve on that factor. Then connect the relevant people to start
talking about what the strong group is doing that the weaker group can learn from. These ‘peer
assist’ conversations should be started at the workshop and encouraged to continue afterwards.

Difference between highest and lowest
ratings is the opportunity for peer learning.
This is the ‘river’ between the ‘banks’

The River Diagram

Performance ratings

Highest ratings for
each factor all
joined up to form
one ‘river bank’
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Lowest ratings for each
factor all joined up
to form one ‘river bank’

Source: Chris Collison and Geoff Parcell, Learning to Fly, Capstone 2004.

Conclusion
The ideal of a ﬂexible, collaborative organisation that shares knowledge responsibly in a securityconscious environment on a ‘need to share’ basis is not the way secure environments have
tended to work in the past, but needs to be part of the future. The maturity model factors, and
the process to enable it to be implemented, can help security-conscious organisations take the
ﬁrst steps in bridging the gap between where they are and where they need to be in a more
complex and fast-evolving future.

Henley Business School
Founded in 1945, by business for business. Henley’s full-service portfolio extends from undergraduate and postgraduate degree
programmes to a world-renowned executive education offer, from cutting-edge research spanning a broad range of fields to
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